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NIC Certi
National I
Ministry of Communicatic
Govern!
DIGITAL SIGNATURE C
NOTE:
1. This application form is to be filled by the applicant.
2. Please fill the form in BLOCK LETTERS.
3. Please Tick (Y) the appropriate option.
4. Al subscribers are advised to read Certificate Practice !
5. Incomplete/inconsistent applications are liable to be rejec
6. Validity period should not exceed the date of superannuaiun
7. Asterisk (*) marked entries should not be left blank as these &
1. Category of Applicant
2. Class of Certificate Required (see pt. 11 at page 4)
3. Certificate Required (Usage) (see pt. 11 at page 4)
Certificate Validity (Max. 2 Years)
Date of superannuation* (dd/mm/yyyy)
6. Name*
7. Designation
8. Email ID* (Official email-ID preferred)
9. Ministry/Department
a) Office Address
b) Residential Address
10 Identification Details (Tick any one)
[ Employee ID / Passport No. / PAN Card No. / Voter ID
Card No. / Driving License No. / PF No. /Bank Account
Details /Ration Card No. ]
11. Certificate Subject Details*
(These will be used in Certificate subject.)
12. SSL Certificate Details
(In case the application is for a device then details of
Server/Device for which the certificate is being applied
for must be filled.)
Date: .....
Place: .......

(For N'

Authorised Signatory / RAA:

Name:

BRI v siinsniin
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Page-1
" uthority Ref. NO. ....ccccocuvssensasennca
-s Centre (To be filled by NICCA)
.1l Information Technology
of India
i ICATE REQUEST FORM
Affix Recent
Passport Size
Photograph
111‘1‘ \&\e Digital Signature Certificate.

1t / Judiciary / PSU & Statutory Bodies / Registered Companies
iss |1/ Class lll
iing) / Encryption / SSL Server

cify validity (if less than 2 years)

{ Name) (Middle Name) (Last Name)

__(Resi/Mobile)

| e S

INDIA

(Signature of the Applicant)

2equest No :
RA COde : ..cvenninsrnsnsnssasasssnsasssns




Declaration by the Subscriber

| hereby declare and understand that

| have read the subscriber agreement undc:

| shall send a signed mail to NIC-CA (suppor!
| also undertake to sign an additional dec!
| shall not use the private key before acce; !
| authorize NIC-CA to publish the certifica
If the private key of my DSC is compromi:
requirement mentioned in Regulation 6 of
(Doc ID CA2-50027.pdf, available under |
8. lunderstand the terms and conditions of i:
the Certificate Practice Statement.
9. lunderstand that on cessation of my emp!c,
revocation of my Digital Signature Certific
10. | certify the following: (Tick whichever is «
e | have not applied for a DSC with |
o | have been issued a DSC by NIC
Valid/Revoked/Suspended/Expire

TGO [P

The information furnished above is true to the bc
conditions of Subscriber (as in section 40-42 of
the NIC-CA. If at a later stage any information
conditions of use of the DSC, NIC-CA will not b
take any action including cancellation of the D&

Verification and [

1. This is to certify that Mr./Ms -
Application form for issue of Digital Signatu:
I have verified the credential of the applica: !
authorize him/her, on behalf of my organiza!:
specified at point 3 of page-1.

2. It is noted that the organization shall inform !
his/her employement.

e e e

L e R

Office Email:
Forwarc
(Only fO{

This form is to be forv

| shall keep the private key safe and will not s
| shall verify the contents and the correctness

cca.nic.in).

Page-2

al e acce ‘u;ﬂg the DSC.
.in) 1o acknowledge the acceptance of the DSC.
nin case of Encryption Certificate.

SC.

sitory after acceptance of the DSC.

> 1o NICCA without any delay as per

onsequences/

/ing Authority) Regulations, 2001.
1115 at https://nicca.nic.in)

der the terms of issue as in

iy present employer for

which is

-omply with the terms and
ficate Practice Statement of

compliance of the terms and

‘abilities and will be free to

signature of the Applicant)

‘cant

| correct information in the
I my knowledge and belief.
. given at page 5. | hereby
_CA for the purpose as

‘sation/superannuation of

ser with stamp of Org./Office)
fficer with Designation:

f SIO /NIC Coordinator)
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Additional Declaration by the Subscriber for Encryption Certificate
| hereby declare and understand that

1. 1 am solely responsible for the usage of these Certificates/Tokens/ Technology. | shall not hold NICCA
responsible for any data loss/damage, arising from the usage of the same.

2. | am aware that Key Escrow/Key Archiving of Encryption keys is not done by NICCA and | shall not hold
NICCA responsible or approach NICCA for recovery of my private Encryption Key, in case of its loss or
otherwise.

3. | shall be responsible for compliance to the relevant sections of the IT Act/Indian Telegraphic Act and other
Acts/laws of the Indian legal system, pertaining to Encryption/Decryption of any message or document or
electronic data, and | shall be liable for associated penal actions, for any breaches thereof.

4. NICCA shall not be held responsible and no legal proceedings shall be taken against NICCA for any loss
and damage that may occur due to any reason whatsoever including technology upgradation,
malfunctioning or partial functioning of the software, USB token, Smart Card or any other system
component.

5. | am aware that the Encryption Certificate, issued by NICCA is valid only for the suggested usage and for
the period mentioned in the certificate. | undertake not to use the Certificate for any other purpose.

6. |am conversant with PKI technology, and understand the underlying risks and obligations involved in
usage of Encryption Certificate.

7. | certify the following: (Tick whichever is applicable)

o | have not applied for an Encryption Certificate with NIC-CA earlier.
o | have been issued an Encryption Certificate by NICCA with User ID which is
Valid/Revoked/Suspended/Expired.

The information furnished above is true to the best of my knowledge and belief. | will comply with the terms and
conditions of Subscriber (as in section 40-42 of the IT Act 2000) and those of the Certificate Practice Statement of
the NIC-CA. If at a later stage any information is found to be incorrect or there is non-compliance of the terms and
conditions of use of the Encryption Certificate, NIC-CA will not be responsible for the consequences/ liabilities

and will be free to take any action including cancellation of the Encryption Certificate.

Y o i ! e o el oot s S LSS NIC L D 58 SR o A S
Plade : L L ainng (Signature of the Applicant)
Declaration by Head of Office of Applicant

| hereby authorize Mr/Ms employed in this Organization, to apply

for Encryption Certificate from NIC-CA. It is further certified that a Policy/Procedure is in place, which describes
the complete process for Encryption Key Pair Generation, Backup Procedure, safe-keeping of Backups and
associated Key Recovery Procedures. The consequences of loss of the key have been explained to the user and
he/she has been advised about securing the key and making it available to relevant authorities, in case of
emergency.

Date :. ................................. (Signature of Officer with stamp of Org./Office)
i [ e o e e Name of Officer with Designation:
Office Email:

Forwarded by SIO / NIC Coordinator
(Only for Class-2 & Class-3 Certificate)

(Signature of SIO /NIC Coordinator)
B R TR e e Rt i

Office Seal:
This form is to be forwarded to the respective RA Office of NIC-CA.
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Instructions for DSC Applicants

10.
il

NIC-CA abides by the Information Technology Act, 2000, laid down by the Govt. of India. The applicant is
advised to read this IT Act 2000 under Resources (https://nicca.nic.in).

To use DSC for exchanging Digitally signed Email, SIMIME compatible Mail clients should be used
(Outlook Express, etc.). Also, please ensure that your email-id is issued from a POP compatible Mail
server. For security reasons, NICCA prefers usage of Official E-mail ID.

Subscriber is required to send one copy of DSC request form, duly signed and forwarded by Head of
Office. Applicant is advised to retain a copy of the same, for filling up the form online while generating key-
pair.

The forwarded DSC application form is processed at NIC-CA for issue of DSC. If all particulars are in
order, a User-ld, password and the profile for the applicant is created using the details submitted. This
user-id will only be valid for 90 days (i.e., applicant has to generate key pair request and download
certificate within 90 days) failing which, user is required to submit fresh DSC application for DSC issuance.
It is very important to keep the private key securely.

If the private key is compromised, applicant should immediately inform NIC-CA office by phone 011-
24366176 or e-mail at support@camail.nic.in and Login with his user-id and password at NIC-CA website.
The User has to send Request for Revocation/Suspension/Activation form (CA2-50027 .pdf)

For viewing all valid DSCs and CRLs, the user can access the website (https://nicca.nic.in/) under
Repository.

DSCs are normally issued on FIPS-140 Level-2 compliant smart card/USB crypto-tokens, which allows
only maximum ten numbers of incorrect «..ciipis for entering pass phrase/ pin. It is advisable to be
careful while entering the passphrase as rcpealcd incurrect entries riay biock the same. On exceeding this
limit, special efforts may be required to unbiock e device.

It is important to note that email-id given by tiic applicant is functional and applicant accesses the same on
regular basis as all communications w.r.t DSC like generation, 1 socalion, renewal, expiry details are
communicated through the given email-id.

For any further clarification, user can write to su pport@camail.nic.in or visit the NIC-CA website
(https://nicca.nic.in).

Types of Classes: Depending upon rc. .. [ assurance lcvel and usage of DSC as described
below, the applicant may select one ¢/ fi. .. .ce.

Class-1 Certificate:

Assurance Level: Provides minimum le. ¢l o/ o urance. Subscriber’s identity is proved only with help of
Distinguished Name —DN and hence prov .. ted assurance of the identity.

Suggested Usage: Signing certificate priiiiaii, we tocd [0l S.giing peisunal emails and encryption
certificate is to be used for encrypting diyilal emails and SSL certificate is used to establish secure
communications through the use of secuie sochllaycr (SSL).

Category Issued to the Individual from Govt.. ©-U/Statutory Bodies, Government Registered Companies
and Web Servers/Servers within NIC dc|
Class-2 Certificate:

Assurance Level: Provides higher level i @
Request Form, including photograph «ii
details.

irance confirming the details submitted in the DSC
fin recpect of at lcast one of the identification

Suggested Usage: In addition to thc
certificate may also be used for digilal

signing, user authentication, Smait Caic Loy

governance applications.
Category Issued to the Individual fion

and Web Servers/Servers in open doriic.

Class-3 Certificate:

Assurance Level: Provides highest |\
existence of name of organizations sucl
Companies and assures applicant s id
Government/PSU/Statutory/Autoiic 110t

Suggested Usage: In addition to lhe <.

certificate may also be used for digital s
Class-3 encryption certificate may «
Category Issued to individuals fror: ©
bodies, Government registered Conipai

Lode signing L nucalGii

, the class Il Signing
g. authe ot VPN Client, web form
Jle signi-on and signing involved in e-procurement/ e-

)aics, GOV

niment Registered Companies

css is very stringent. Proves
‘es, PSU/ Govt. Registered

¢ panies.
ticntioned in class-1 & class-2, class-3 signing
rging h rdiies as per official designation.

] | - per his/her official capacity.
/1 i of the | iions, Statutory/Autonomous
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Guidelines ¢ 2
e The Head of Office (HO) of DSC req s of applicants. They will be
solely responsible for authenticatio : i nt within the organisation.
¢ They have to ensure verification proce I the class of certificate as

applied by the applicant

e Types of Classes: Depending ' 1 'sage of DSC as described
below, the applicant may seleci

Verification Process:

o Class-1 Certificate: HO | n the DSC Request Form
and verify the same.

O Class-2 Certificate: HO ha- | n the DSC Request Form
and authenticate the same. ! ‘inator for forwarding to
NICCA. HO has to utilize -e in respect of identity of
the applicants by way of sc: j >e of one of the items under
point no. 9 (Identification de!

For SSL server certificate t! "Veb Servers by Domain
Name Registering Agency.

o Class-3 Certificate: In ad! 1e class |l certificates, the

applicant’s of class Ill certi! ¢ vith proof of their identity

to the NIC-CA for issuanc:

e On receipt of DSC application fc d to ensure that the
application form is signed by the uperior Officer of the
applicant along with the seal of t!



